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RISK FROM EVERY ANGLE

Assessment Area

Mergers & Acquisitions Due Diligence Checklist

Evaluating the Risk Profile and Compliance Program of a Target Company

Baseline Questions

Target Company Risk Assessment

Comprehensive
Risk Assessment

What are the major ethics and compliance risks most likely to occur based
on the target company’s history, industry, regions of operation and
regulatory environment?

How many, and what categories of, employees are most likely to expose
the acquiring company to those risks?

Do external parties have special or rising concerns in this business or
industry, and if so, what are current enforcement trends?

Does the target company have industry specific regulations to consider?
How effective are current mitigation efforts in primary risk areas?

Is the company doing business in dangerous or sanctioned areas?

Are financial controls compliant with regulations and reporting standards?
Are there potential conflicts of interest arising from the acquisition?

Due Diligence on Compliance Program Infrastructure and Practices

Best Practices

« Use interviews/benchmarking to create an inventory of
ethics, compliance and reputational risks.

« Review target company’s history of past compliance
violations, investigations, or regulatory actions to
understand potential liabilities.

« Assess likelihood and magnitude of each category of risk

and note where there are significant variations by business
unit, region or employee segment.

- Evaluate current mitigation strategies and identify gaps
between risks and mitigation strategies.

Information request: Audit plans and results, including
bribery and corruption-specific audit; EDD screening results

v

Code of Conduct
& Policies

()

. 30"

Training and
Communications

(@]
\

Hotline & Internal
Investigations

Compliance Culture

@@

Alignment with
HR Practices

00

Third Party Risk
Assessment

A=4
[
A
Oversight, Structure
and Leadership

Does the company have a Code of Conduct or policies? If so, is it
user friendly?

Are the ethics and compliance standards risk based?
Is an emphasis on responsibilities and speaking up clearly articulated?
Are company Code of Conduct, policies and procedures easy to access?

Are there communications and training plans for mitigating ethics
and compliance risks? If so, are they tailored to board, leadership and
high-risk employees?

Do managers clearly understand their responsibilities?

Is there a means to convey lessons learned?

Is training effectiveness tracked and measured?

Are third parties receiving ethics and compliance training?

Is there a hotline or other means of raising ethics concerns?
Is it anonymous?

What happens when an ethics concern is raised? Is there a clear escalation
process? Are disciplinary actions consistent across the organization?
What is the follow up to employees who raise concerns?

Is there a feedback channel to risk management and training teams?

Do employees believe it is possible to behave ethically and simultaneously
achieve performance objectives?

Do employees believe they can raise issues without fear of retaliation?
Do employees believe management will take appropriate action to
stop misconduct?

Do employees believe that others who violate ethics standards are
held accountable?

Is there a partnership between HR and Ethics & Compliance?

Are there incentives or pressures that lead employees to cross the line?
Are ethics built into promotion criteria and performance reviews?

Are disciplinary actions consistent across the organization?

Does the organization conduct exit interviews?

Who are third parties?
Have third parties been screened?
What, if any, efforts are underway to mitigate third party risk?

Are third parties provided with, and trained on, Code of Conduct, policies,
and procedures?

Is the compliance program designed to mitigate key risk areas?
What specific steps have leaders taken to set tone at the top?

What are leaders’ opinions about the adequacy of the target company’s
compliance efforts?

If the target company is publicly traded, is there sufficient oversight of
compliance by the board and/or audit committee?

« Review the target company’s existing Code of Conduct
and compliance policies to identify any potential gaps
or areas for improvement.

Information request: Statement of values, Code of
Conduct, policies, procedures

- Confirm existence, and evaluate effectiveness, of ethics
and compliance training and communications plans.

« Go beyond surveys to conduct in person interviews.

Information request: Annual training and communication
plans; delivered training with completion reports

« Determine whether accessible and confidential
reporting mechanisms exist for employees to raise
concerns about potential ethical violations.

« Go beyond surveys to conduct in person interviews.

Information request: Investigation log with disposition
and resolution; hotline statistics; disciplinary actions taken

« Go beyond surveys to conduct interviews and focus
groups, which reveal employee perceptions of the
organizational culture and program effectiveness.

Information request: Compliance and HR survey results

« Establish whether there is alignment between the
Human Resources and Ethics & Compliance functions.
« Go beyond surveys to conduct in person interviews.

Information request: Performance evaluation compliance
criteria; disciplinary guidelines

« Evaluate whether the target company knows its third
parties and how it is mitigating third party risk.

« Screen key business partners of the target company for
potential ethical risks.

Information request: Third party EDD screenings; third
party training and communications plans; third party
delivered training completion reports

« Evaluate whether the target company’s compliance
program has sufficient oversight and internal resources.

« Go beyond surveys to conduct in person, one-on-one
interviews of board members, executive leadership,
compliance officer and personnel.

Information request: Compliance Charter; compliance work
and communication plans; compliance job descriptions and
resumes; board and compliance committee reports



