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Internal Audit in Managing Risk

Introduction

Earlier this year, the Institute of Internal Auditors (IIA) concluded a multi-year initiative
to overhaul the Global Internal Audit Standards. First published on January 9th 2024,
the new standards capture the global regulatory sentiment around the need for

operational resilience.

Practically speaking, the new standards aim to strengthen firms’ governance frameworks
and improve their responsiveness to the evolving landscape. The new standards emphasize
atechnology-enabled approach to internal audit and risk management, with a focus on the

need to be agile, proactive and, where possible, predictive.

The internal audit function itself is amidst a transition, broadening its utility from
compliance assurance to strategic partners. Their specialized expertise, insights and
objectivity is becoming increasingly valuable, as a means of safeguarding organizations

against risk and enabling them to thrive against a backdrop of long-term sustainability.

This whitepaper explores the role of internal audit as it pertains to global operational
risk mitigation, with a focus on some key risk typologies highlighted by the IIA, as well as
those which have seen a great deal of regulatory intervention in recent months.
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Operational Resilience in Europe

Digital Operational Resilience Act

What is it? Which firms are in scope?

DORA establishes a new regulatory framework on digital operational resilience DORA will broadly apply to all authorized financial entities in Europe,

for the financial sector. It requires financial institutions to enhance their encompassing 20 different types. These include credit, payment, and e-money
operational resilience by managing ICT-related incidents effectively. It sets rules institutions, investment firms, crypto-asset service providers (CASPs) regulated

on ICT risk management, incident reporting, operational resilience testing, and under the Markets in Crypto-Assets Regulation (MiCA), issuers of asset-referenced
monitoring of ICT third-party risks. DORA aims to ensure firms can withstand, tokens, central securities depositories, central counterparties, trading venues, trade
respond to, and recover from various ICT-related disruptions and threats. repositories, alternative investment fund managers, management companies, data

reporting service providers, insurers, reinsurance entities and their intermediaries,
occupational retirement pension institutions, credit rating agencies, statutory audit
and audit firms, critical benchmark administrators, crowdfunding service providers,
and securitization repositories.

Timeline
24 September 2020 10 November 2022 Q1- Q32024
European commission reveal European Parliament vote in favour Technical Standards to be released by
DORA proposal, publishing of adopting DORA the European Supervisory Authorities

the first draft

11 March 2022 16 January 2023 17 January 2025
Provisional agreement reached on DORA enters into force Final deadline - DORA rules
DORA between European Parliament apply and compliance is required

and European Council
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What'’s required?

ICT risk management framework

Implement internal governance and control frameworks to ensure the effective
management of all ICT risks. Practically speaking, the management body needs to
define, approve, oversee and be accountable for all arrangements related to the
organization’s ICT risk management framework. The risk management framework
itself must include strategies, policies, procedures, ICT protocols and tools
necessary to duly and effectively protect all relevant infrastructure, ensuring that
systems are adequately protected from risks including damage and unauthorized
access or usage.

Incident reporting

“Major” ICT-related incidents are expected to be reported without undue delay
as soon as the institution becomes aware of it. The entity is required to inform
competent authorities and clients about the incident and the measures taken
to mitigate the adverse effects. Article 20(a)(2) requires firms to submit the
following information:

« Aninitial notification

» Intermediate reports as soon as the status of the incident changes

« A final report once the root cause analysis has been completed

Operational resilience testing

Regularly evaluate the firm’s ability to remain within predefined impact thresholds
under severe but plausible disruption scenarios. This involved implementing testing
strategies based on the assumption that disruptions have already occurred,

rather than evaluating the firm’s capability to prevent such incidents from taking
place. Adopting this more practical and active strategy moves away from purely
theoretical exercises, compelling organizations to enhance their processes for
managing business continuity.
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Managing ICT third-party risk

Map all third- and fourth-party dependencies to ensure a robust understanding
of critical systems required to deliver certain services to the end consumer.
These dependencies are to be documented and managed within third-party
vendor contracts via a variety of mechanisms, such as availability metrics and
expectations and termination agreements.

Information sharing

To raise industry-wide awareness of ICT risk, minimize its spread and support
financial entities’ defensive capabilities and threat detection techniques, DORA
actively encourages financial entities to set-up arrangements to exchange
amongst themselves cyber threat information and intelligence.
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Operational Resilience in the UK

Financial Conduct Authority (FCA) Operational Resilience Act

What is it?

The Operational Resilience Act was produced in partnership with the FCA, Bank of England and Prudential Regulatory
Authority to strengthen the operational resilience of the UK financial sector. The Act aims to ensure firms can prevent,
adapt to, respond to, recover from and learn from operational disruptions.*

Which firms are in scope?

- Banks

 Building Societies

« PRA-designated investment firms
* Insurers

» Recognized Investment Exchanges
« Enhanced scope SM&CR firms

- Entities authorized and registered under the Payment Services Regulations 2017 or Electronic Money Regulations 2011

Timeline
31 March 2022 31 March 2025
Start of 1 year implementation End of transitional period. Firms must
period for firms to have performed mapping and testing

operationalize framework

31 March 2022

Rules enters into force

1. Https://www.fca.org.uk/publications/policy-statements/ps21-3-building-operational-resilience
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What'’s required?

Identify important business services

Identify all services which could cause “intolerable” harm (harm from which
consumers cannot easily recover) or risk the resilience of the UK financial system
if lost. These should be identified at least once per year or whenever there is a
relevant change to the business or market in which they operate.

Set impact tolerance

For each business service, institutions must quantify a point at which disruption
would cause intolerable harm or create systemic risk. In setting these limits,
firms should consider the number and type of consumers affected, the potential
financial loss to consumers, financial loss to the firm or reputational damage.

Map dependencies

Identify and document the people, processes, technology, facilities and
information necessary to deliver important business services:

» People - identify the personnel responsible for implementing and monitoring
relevant controls to support the provision of important business services.
Moreover, firms are required to understand and document overall senior
management accountability.

» Processes — define the structured set of activities that are designed to deliver
outputs in an organization.

» Technology — the underlying systems and architecture that support the
provision of critical services.

 Facilities — office locations, printing facilities, mailing, credit card production /
statements / client communications.

» Information — any data, feeds or material required by a firm to deliver a service.

Again, firms are required to map their dependencies at least once per year and
if there is any material change to their business services or impact tolerances.
This also includes having a comprehensive understanding and mapping of
outsourcing and third-party service provision over which the firm might not
have direct control.
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Scenario testing

Testing should focus on the response and recovery from disruptions, rather

than predicting if and when an incident might occur. The whole point of impact
tolerance is to stay within predefined boundaries when something does happen.
This is all about continuity, rather than risk prevention. In carrying out the scenario
testing, firms should identify a range of adverse circumstances of varying severity
and duration. The aim? Highlight and remediate deficiencies, and be well-
rehearsed should anything go wrong.

Communications, governance and self-assessment

Produce internal and external communications strategies to reduce the harm
caused by operational disruptions. A robust internal communications strategy

will define escalation paths that a firm would use to manage communications
during an incident as well as identify appropriate decision-makers. External
communications strategies should detail how firms intend to provide warnings and
advice to relevant stakeholders in the event of a disruption, including where there
is no direct line of communication.

The FCA also requires firms to compile a self-assessment document to illustrate
how they meet the operational resilience requirements
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Operational Resilience In APAC
APRA CPS 230

What is it?

CPS 230 sets out a comprehensive framework for APRA-regulated entities to identify, assess, manage and report on
operational risks in a systematic and effective way. It emphasizes the importance of proactive risk identification, robust
controls, and transparent reporting and disclosure.

Which firms are in scope?

« Authorized deposit-taking institutions (ADIs), including foreign ADls, and non-operating holding companies authorized
under the Banking Act (authorized banking NOHCs)

« General insurers, including Category C insurers, non-operating holding companies authorized under the Insurance Act
(authorized insurance NOHCs), and parent entities of Level 2 insurance groups

« Life companies, including friendly societies, eligible foreign life insurance companies (EFLICs) and non-operating holding
companies registered under the Life Insurance Act (registered life NOHCs)

« Private health insurers registered under the PHIPS Act

+ Registrable superannuation entity licensees (RSE licensees) under the SIS Act in respect of their business operations

Timeline

June 2022 July 2023
Prudential Standard CPS 230 APRA releases final rules
Consultation opened

October 2022 July 2025
Consultation closed Rules enters into force
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What'’s required?

Risk management framework

Establish and maintain a comprehensive operational risk management framework consisting of policies, procedures
and controls for identifying, assessing, and mitigating operational risks. Such risks are highlighted as: (1) Legal Risk (2)
Regulatory and Compliance Risk (3) Conduct Risk (4) Technology Risk (5) Data Risk (6) Reputational Risk (7) Change
Management Risk.

Map and assess risk

Conduct a data-driven risk assessment; map all processes and resources required to deliver critical operations and
identify the potential impacts of each operational risk typology, leveraging a variety of methods such as scenario
analyses and impact assessments.

Mitigate risks

Design, implement and embed internal controls to mitigate the risks in line with their broader risk appetite. These controls
must be tested, reviewed and, if necessary, revised at regular intervals to ensure their operating effectiveness.

Mcmqge service provider arrangements

Perform appropriate due diligence when entering into, renewing or modifying arrangements with material service
providers. This includes assessing all financial and non-financial risks associated with reliance on particular providers
and maintaining formal legally binding agreements - including Service Level Agreements (SLAs) - with minimum
provisions related to service coverage.

Business continuity

Prepare a full Business Continuity Plan (BCP), containing a register of all critical operations and risk tolerance levels,
triggers to activate the plan, and subsequent key internal workflows and external dependencies required to maintain
critical operations in the event of a disruption.

Risk reporting and disclosures

Report operational risks to the Board, senior management, and APRA regularly.
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Operational Resilience In Singapore

Singapore: Guidelines on Business Continuity Management (BCM)

What is it?

The Monetary Authority of Singapore (MAS) issued this set of BCM principles that financial institutions are encouraged to
adopt. The Guidelines detail how firms should approach the establishment of policies, plans and procedures to minimize
disruptions to critical business services.

MAS reviews firms BCM programs as part of its supervision, taking into account the extent to which the Guidelines have
been observed. The regulator is particularly concerned with the quality of firms’ oversight and governance structures,
internal controls and risk management.

Which firms are in scope?

The Guidelines apply to a wide range of Financial Institutions (FIs) as outlined in Section 27A(6) of the Monetary Authority of
Singapore Act. This includes banks, finance companies, approved financial institutions, money-changers, remitters, insurers,
insurance intermediaries, financial advisers, holding companies, securities and futures exchanges, market operators, clearing
houses, capital markets services license holders, trustees for authorized collective investment schemes, trustee-managers
of business trusts, trust companies, holders of stored value facilities, and any other entities licensed or regulated by the
Authority under applicable laws.

Timeline

6 June 2022 June 2024
Revised Guidelines issues, First BCM audit to take place
superseding previous version
published in 2003

June 2023

Firms must meet the new Guidelines
and establish a BCM audit plan
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What'’s required?

Critical services

Identify and map critical business services (examples highlighted by MAS include; payroll processing, security operations,
legal and compliance). In mapping these services, firms must detail the end-to-end view of the dependencies to consider

how disruptions along any point of the value chain may impact one or many critical services. This includes where third and
fourth parties are required to ensure ongoing function - e.g. third-party cloud providers.

Service Recovery Time Objective (SRTO)

Establish a time-based metric for expected recovery timelines for each business service. By setting these benchmarks, MAS
hopes institutions can better prioritize their recovery efforts, as well as review and improve performance where necessary if,
for whatever reason, they fail to meet their internal goals. It makes sense, in most cases disruption impact tolerance / risk
appetite is related to time - for example, the longer customers go without being able to access payroll, the more likely it has
detrimental impact on end consumers.

Third party dependencies

Introduce measures to ensure third-parties can meet the predefined SRTOs for each critical service. This can be done
through (1) specific and measurable terms within a service level agreement, (2) audits of third parties or (3) joint tests with
third parties. In the case of unforeseen disruptions, introduce means through which contracts can be terminated to reduce
future risk exposure.

Reduce concentration risk

Mitigate concentration risk to reduce the impact in case of disruption. This can be done through a variety of means, such as
(1) decentralizing services across geographies, subsidiaries or business units, (2) cross-training to build versatility and reduce
key-person risk, (3) develop cross-border contingency strategies to enable another jurisdiction to cover key service delivery in
the case of disruption, this might also involve developing contracts with back-up third party service providers.

Audit and continuous improvement

Adopt a proactive business continuity posture by embedding BCM into business-as-usual operations and establish
business continuity plans addressing a range of severe and plausible disruption scenarios, which may evolve over time.
Actively monitor the external threat landscape and constantly review performance and seek out and address areas for
improvement. Part of this is an internal audit assessment, MAS are one of the only regulators who explicitly mention their
involvement. The internal audit function offers an “independent assessment of the adequacy and effectiveness of the
implementation of its BCM framework.”
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Operational Resilience in North America

North America: Sound Practices to Strengthen Operational Resilience

What is it?

This document consolidates current regulations, guidelines, and industry norms,
offering a holistic strategy for companies to enhance and sustain their operational
resilience. At the core of this strategy is the principle of effective governance,
which underpins the recommended practices.

Which firms are in scope?

Individual national banks, state member banks, state nonmember banks,

savings associations, U.S. bank holding companies, and savings and loan holding
companies that have average total consolidated assets greater than or equal to:
(a) $250 billion, or (b) $100 billion and have $75 billion or more in average cross
jurisdictional activity, average weighted short-term wholesale funding, average
nonbank assets, or average off-balance-sheet exposure.

Timeline
N/A

What'’s required?

Governance

Company boards must be actively involved in the approval and regular review of

the firm’s risk appetite, ensuring operations can withstand disruptions. This includes
fostering a culture of risk management, overseeing operational risk, and maintaining
an updated organizational structure. Additionally, senior management must develop
and manage resilient information and control systems to support critical operations
within the firm’s disruption tolerance.

Operational risk management

Effective operational risk management involves close engagement by the firm’s
senior management, business line operations, independent operational risk
management function, and independent internal (or external) audit function.

Internal Audit in Managing Risk
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This comprehensive strategy includes overseeing, identifying, mitigating, assessing,
reviewing, and updating processes to handle disruptions within accepted limits,
focusing on critical operations and third-party engagements to ensure recovery
and continuity.

Scenario testing

Incorporate operational risks into severe, plausible scenarios to test disruption
tolerance, employing a governance framework for scenario integrity. These scenarios
are designed using mapped interconnections, third-party risks, and business impact
analysis. Scenario analysis should back-test against historical disruptions to refine
future scenarios and effectiveness.

Business Continuity Management (BCM)

Consider market- and enterprise-wide stresses and idiosyncratic risks that can
imperil the continuity of a firm’s critical operations and core business lines or
otherwise have a broader impact on the financial system. The firm’s business
continuity management focuses on analyzing impacts, testing, training, awareness,
and crisis communication to ensure resilience. Regular reviews align contingency
strategies with current operations and recovery priorities, incorporating lessons
from tests, including third-party dependencies. It verifies IT systems’ capacity
against continuity objectives and prepares for scenarios where objectives aren’t
met, ensuring essential personnel and resources are available at alternate sites for
critical operations.

Third-party risk management

Actively manage third-party risks to critical operations by identifying, analyzing,
and mitigating these risks through formal agreements, regular performance
reviews, and ensuring third parties’ alignment with the firm’s disruption tolerance.
Additionally, firms must plan for disruptions in critical infrastructure services

and explore alternative third-party providers or in-house solutions to maintain
operational resilience.
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The growing need for assurance

Whilst internal audit should be a permanent and ongoing presence in firms,
increasing oversight pressures, compounded by an ever-expanding risk landscape
and a growing focus on individual accountability reinforces the need for objective
assurance. As per the revised Internal Audit Standards and a host of country-
and/or industry-specific regulatory initiatives,?2 critical elements of the function
include reviewing, stress testing and bolstering internal controls to mitigate
compliance and operational risk. Traditionally, much of this work has been done
during pre-arranged engagements, however the complexity of the regulatory
landscape around operational risks demands a more proactive approach to new
and emerging risk typologies.

Internal audit - The cornerstone of effective risk management

Internal audit teams carry the expertise and objective judgment to assess a

firm’s internal control frameworks in the context of the aforementioned risks

and regulations. It is critical that internal auditors adopt an advisory role within
organizations, critiquing and improving risk management frameworks by providing
an impartial and unified voice across the entity and its subsidiaries.

The new Standards hold in high stead the identification and evaluation of emerging
hazards in particular. Practically speaking, this involves identifying and assessing
risks which may materialize after the conclusion of the standard audit cycle. It also
demands a more fluid approach to risk management, requiring internal auditors to
modify their audit plans where necessary to ensure assessments and stress tests are
in line with potential and material risks. As a result, compliance audits will serve to
support firms in designing robust and future-proofed internal controls.

Internal audit as a mechanism for growth

The escalating regulatory focus on managing operational risks acknowledges

the expanding interconnectedness among a firm’s subsidiaries and third-party
relationships, as well as the systemic threats they pose. Beyond mere risk
mitigation, the internal audit function empowers firms to transact with confidence
and scale compliantly.

2. https://www.sai360.com/resources/grc/bank_fdic_proposed_regulations_what riskmanagers_need to_know_whitepaper

3. _https://www.sai360.com/resources/grc/a-guide-to-preparing-for-the-uk-corporate-governance-reforms-whitepaper
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Comparative analysis, see where you stack up against regs in other jurisdictions.
Proactive risk mitigation, future proof enabling you to scale at pace, whilst
reducing risk of repercussions down the line.

Expanding to new jurisdictions

Strategic perspective

Internal auditors offer firms a comprehensive viewpoint, presenting chances to
enhance value through the identification of process optimizations, cost reduction
strategies, and strategic initiatives. It is critical, then, that the internal audit function
has a strong grasp of the organization’s strategic direction to ensure that efforts are
concentrated on areas that are both strategically significant and high risk.

Cross-functional collaboration

Internal auditors must foster a culture of cross-functional and internal collaboration.
Whilst the aforementioned regulations are somewhat confined to boundaries

defined by the regions to which they apply, the operational risk landscape is more
interconnected than ever. By actively collaborating across functions and international
subsidiaries, internal auditors can leverage collective expertise, share knowledge and
implement best practices.

If we take the specific example of continuity planning, a regulatory requirement
under each of the operational resilience regulations, internal auditors are able to
contribute to the reduction of concentration risk by identifying and addressing
skills and/or capacity gaps, evaluating relative strengths and weaknesses across
the organization to highlight where it might make sense to redeploy operations in
the case of disruption.

Top Tip - Adopt an integrated risk management approach

As internal auditors, it’s important to work closely with other risk management
functions within the organization to ensure a cohesive strategy. This integrated
approach enables a more comprehensive understanding of the risk landscape and
facilitates the development of holistic control frameworks. Additionally, fostering
a culture grounded in open communication encourages timely reporting of risk
issues and collaborative problem-solving, making the internal audit function a
trusted advisor.
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In a similar vein, internal auditors evaluate the organization’s reliance on crucial suppliers and the risks tied to interruptions
in the supply chain. They review the adequacy of emergency response strategies, the broadening of supplier bases, and the
supervision of supplier performance to guarantee uninterrupted operations.

Third-party risk

Have you considered...

Understanding the components of an organization’s third-party risk management strategies can empower the internal
audit role to pinpoint opportunities for enhancing value from third-party engagements, as well as assisting the organization
in guarding against unwarranted risk exposures.

The role of technology

Making the transition to being proactive, forward thinking and strategic comes with inherent challenges, namely data. In this
context, technology serves as an enabler to provide internal auditors with the tools necessary to identify patterns and trends
which may indicate potential risks or control deficiencies. The lI1A’s Standards make reference to the critical role that technology
plays in modern auditing.

Risk-based scoping

SAI360 enhances audit effectiveness by enabling auditors to automate the process of identifying and evaluating risks.
This automation helps in prioritizing audits, ensuring that the most significant risks are addressed first, and aligning
audit activities with the organization’s strategic objectives. This risk-based scoping formula can be adapted to each
organization’s specific methodology.

Audit execution and monitoring

The platform streamlines the entire audit process, from planning through execution, by centralizing documentation and
automating workflows. This approach not only improves efficiency but also ensures consistency and compliance across all
audit projects.

Resource optimization

By facilitating better allocation of audit resources, SAI360 ensures the right people are working on the right projects.
The software’s resource optimization capabilities allow for the matching of staff based on their skills, experience, and
availability, maximizing the effectiveness of the audit team.

Analytics and reporting

SAI360 integrates advanced analytics and reporting tools, providing auditors with deep insights into audit data. This
enables more informed decision-making, with the ability to identify trends, areas of risk, and opportunities for improvement
across the organization.
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What’s to come? SAI360’s unified approach

The new Global Audit Standards present an opportunity for the internal audit function to redefine itself to I"ISk sets us CIpCII"t
amidst an evolving global risk and regulatory landscape. By moving beyond their more traditional role as
assurance providers to become more proactive advisors, internal auditors can significantly enhance their
strategic value within firms.

Today’s complex risk landscape demands more.
SAI360 leads the way with an integrated GRC
platform and Learning solution that spans the

Central to facilitating this shift is the effective utilization of data and technology. The adoption of advanced entire risk and compliance spectrum.
analytics, real-time risk monitoring and, in some cases, artificial intelligence, is key to enabling internal
auditors to anticipate risks, identify trends and provide insight which drives real strategic decision-making. Risk Management Solutions

Risk & Compliance Management Solutions
Enterprise & Operational Risk Management
Regulatory Compliance

Policy Management

Third-Party / Vendor Risk Management
Internal Controls

Internal Audit

Incident Management

Conflicts of Interest (COl)

Gifts and Hospitality

IT & Cybersecurity

Business Continuity Management

Ethics & Compliance Learning Solutions

Anti-Bribery & Anti-Corruption

Competition & Anti-Trust

Conflicts of Interest
Data Protection & Privacy
Exports, Imports & Trade Compliance

Harassment & Discrimination
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SAI360 is giving companies a new perspective on risk management. By integrating Governance, Risk, Compliance (GRC) software and Ethics & Compliance
Learning resources, SAI360 can broaden your risk horizon and increase your ability to identify, manage, and mitigate risk. See risk from every angle. 159850 0424
Visit www.sai360.com.
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